
CCST Practice Test Questions and Answers

1. What does CVSS measure?

A) Financial cost of fixing a vulnerability

B) Severity of a vulnerability scored from 0 to 10 based on exploitability and impact

C) Number of affected systems

D) Time required to patch

2. What is a CVE identifier?

A) A proprietary antivirus vendor score

B) A standardized unique identifier for publicly known vulnerabilities for consistent reference

C) A type of malware classification

D) A protocol for sharing vulnerability data

3. What is a zero-day vulnerability?

A) A vulnerability patched within one day

B) A vulnerability that has existed for zero days

C) A previously unknown vulnerability with no available patch

D) A vulnerability affecting day-zero firmware

4. Which statement about NTP is true?

A) A stratum 2 NTP server is directly attached to an authoritative time source.

B) NTP authentication is disabled by default.

C) NTP must be configured to synchronize with one of a handful of atomic clocks available on the

internet.

D) You must configure two or more NTP sources for times to be accurate

Answers: 1-B 2-B 3-C 4-B
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