CBP Practice Test Questions and Answers

. What is the purpose of biometric data hashing?
A) To make biometric data easily reversible

B) To enhance security by making data irreversible

C) To store raw biometric data unprotected

D) To allow third-party access to biometric information

. The Equal Error Rate (EER) is the point at which:
A) FAR equals 0%

B) FRR equals 0%

C) FAR and FRR are equal

D) Throughput is maximized

. What does the 'Failure to Enroll' (FTE) rate measure?

A) The proportion of enrolled users who forget their PIN

B) The proportion of individuals whose biometric samples cannot be successfully enrolled
C) The number of times a system reboots during enroliment

D) The rate at which templates expire and must be re-enrolled

. What is a 'wolf attack' in biometric security testing?

A) A denial-of-service attack on a biometric server

B) An attempt to find biometric samples that falsely match many identities
C) Physical destruction of biometric hardware

D) Cloning of a legitimate user's biometric template

Answers: 1-B 2-C 3-B 4-B
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